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Introduction

Artificial Intelligence (AI) will transform the maritime domain and its actors. For better
or for worse, this transformation will extend to the fighting and functioning of maritime
forces like navies and coast guards.® Living in a hostile neighbourhood and aware of the
transformative potential of technology, India’s maritime security agencies and forces too
have clear intentions to develop and use Al in peace as well as conflict.>

The figure 1 shows potential — and in many cases, existing - applications of Al in
maritime spaces and forces:?

In addition to Indian maritime forces and agencies, the Government of India also
recognises, at a policy level, this transformative potential of AL.* For instance, in January
2019, the Minister of State in the Ministry of Defence informed Parliament: “Artificial
Intelligence (Al) based tools would aid the defence forces constructively in areas such as
decision support, sensor data analysis, predictive maintenance, situational awareness,
accurate data extraction, security etc. These tools will assist defence personnel in better
operations, maintenance and logistics support.””

India’s Al plans for the maritime domain are not limited to military or kinetic contexts
alone. She also intends to extensively use Al in more ‘civilian’ maritime matters - like
port operations and management, maritime commerce and insurance (including ‘ease of
doing business’), etc. Dr Harsh Vardhan (who, in January 2019, was simultaneously the
Union Minister for Science and Technology, Earth Sciences, and Environment, Forest,
and Climate Change) explained thus the link between Al and maritime airspace (although
its applicability to civilian and military uses of the waters is also self-evident):

“In automation, machines and production processes are controlled and managed by
Artificial Intelligence and Internet of Things (IoT) devices. Self-learning, Robots, Man-
machine interface and predictive maintenance and analytics are slowly getting into
automation. Artificial Intelligence (A1) and Internet of Things (IoT) are core contributing
technologies. Similarly in aerospace, Artificial Intelligence (Al) and Internet of Things (IoT)
has enormous usage in fleet management, scheduling, predictive maintenance, and better
customer experience and resource optimization. Artificial Intelligence (AI) and Internet of
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Figure 1: Uses and applications of Al in Maritime spaces and forces
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Things (IoT) can [also] be used for supply chain, logistics, predictive maintenance...... Al
has a potential to have transformative impact on Cyber Security and Security for physical
infrastructure, thereby [strengthening] National Security and Defence.®

Notwithstanding however this seeming consensus, there is inadequate knowledge and
understanding amongst India’s policymakers and general public alike about the legal
issues that arise in the wake of such Al use. In particular, and despite increasing adoption
of Al in India’s maritime spaces (and forces), the legalities concerning such use(s) and
application(s) of Al have received less than adequate attention in India.

Accordingly, this article seeks to provide a primer on the main legal issues associated
with use(s) and application(s) of Al in maritime spaces and forces. Even as its primary
focus remains uses of Al by navies and coast guards (“Military AI”), many of the issues
identified herein apply equally — due in no small measure to the inherently dual-use nature
of Al - to spaces or matters that might be considered ‘non-military.’

It is believed that this article will inform opinion and policy (on deployment as well
as development) of Al in India’s maritime spaces and forces, and spur further debate and
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research. The article ends by making some recommendations on the subject of military
Al in India.

Reliability of Data

Perhaps the most important issue from a legal perspective is the reliability of input
and output data — especially training data - of an Al system. When the data is faulty or
unreliable, the errors multiply with each successive operation/iteration thereof. Figure 2
below shows some common data issues in military Al:’

The epistemic authority of the input (including, and in particular, training and testing
data) is linked directly to the correctness, propriety, and legitimacy of the output, which
may be in the form of data, or action(s), or both. This relationship between reliable data
and legitimate action is particularly stark and true in cases where military Al system(s) —
which use data for a variety of functions like planning, targeting, post-incident analysis,
etc. - effectuate kinetic military action(s) leading to loss of human life or injury/disablement
and varying levels of collateral damage to property.

Consider the USA’s Patriot System, an air defence system which operates
‘autonomously’ and is currently used by 18 countries.® In 2003, it caused at least two
cases of fratricide (an “unacceptable fratricide rate”’) during Op Iraqi Freedom.® In two
separate instances, it shot down and killed pilots of US as well as coalition (UK’s Royal
Air Force or RAF) forces. In the case of the RAF, a Board of Inquiry found that the Patriot
system’s Identification Friend or Foe System (IFF System), working in “autonomous”
mode, mis-identified a UK Tornado aircraft as an incoming anti-radiation missile.?® The
Board stated that the Patriot system gave its crew “about one minute to decide whether

Figure 2: Common Data Issues in Military Al
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to engage.”* (A separate study stated that “the operators were given ten seconds to veto
a computer solution.”*?) In any event, the Patriot crew, “trained to react quickly, engage
early and to trust the Patriot system,” did engage, killing two RAF personnel in the
Tornado.

Thus, “fascination-with and blind faith in technology [and] trusting the system
without question” has led in the past to the loss of human lives.* There are also historical
instances where false alarms in early-warning systems could have led to the use of nuclear
weapons.’* Even in contemporary terms, the sufficiency of the quality - and quantity - of
military Al’s training and testing data remains suspect.’® As such, military Al and the data
produced by it deserves to be treated with caution, particularly in a legal, operational,
intelligence, or nuclear context.”

International Humanitarian Law (IHL)

The development and use of military Al does not take place in a legal vacuum. Consider
International Humanitarian Law (IHL), a body of international law which seeks to limit
the means, methods, and effects of armed conflict.®® Some of its core principles and rules,
applicable in varying ways to the development and use of military Al, are first outlined
below:*

Table 1: Overview of some applicable IHL Rules and/or Principles

Rule/Principle

Legal source in IHL

‘Distinction’ obliges parties to an armed conflict to distinguish
between the civilian population and combatants, between
militarily active combatants and those hors de combat
(e.g. those expressing an intention to surrender or who are
wounded or sick), and between civilian objects and military
objectives, and accordingly to direct attacks only against
military objectives. The principle of distinction prohibits
making a civilian population, as well as individual civilians,
the object of attack.

Protocol Additional to the Geneva
Conventions of 12 August 1949, and
relating to the Protection of Victims
of International Armed Conflicts, 8
June 1977 (“Additional Protocol I”):
Articles 41, 48, 51(2), 51(4), 51(5).

Customary IHL: Rules 1, 6, 7, 13,
4720

‘Proportionality” prohibits the conduct of an attack that may
be expected to cause incidental loss of civilian life, injury to
civilians, damage to civilian objects, or a combination thereof,
that is excessive in relation to the concrete and direct military
advantage anticipated.

Additional Protocol I: Article 51(5)
(b).

Customary IHL: Rule 14.

‘Prohibition against indiscriminate attacks’ (distinct from
the prohibition of the use of weapons that are indiscriminate
by nature, referred to in Customary IHL, Rule 71) prohibits
attacks that are of a nature to strike military objectives and
civilians or civilian objects without distinction, because such
an attack:

a) is not directed at a specific military objective,

b) employs a method or means of combat which cannot be

directed at a specific military objective, or

Additional Protocol I: Article 51(4)(5)
(a).

Customary IHL: Rules 11-13.
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c¢) employs a method or means of combat the effects of
which cannot be limited as required by IHL.

‘Precautions in attack’ requires taking constant care in | Additional Protocol I: Article 57.
military operations to spare the civilian population, civilians
and civilian objects. Those who plan, decide on, or carry out
attack(s) must:

Customary IHL: Rules 15-19.

a) do everything feasible to verify that the objectives to
be attacked are neither civilians nor civilian objects
and are not subject to special protection but are military
objectives,

b) take all feasible precautions in the choice of means and
methods of attack with a view to avoiding, or at least
minimizing, incidental loss of civilian life, injury to
civilians and damage to civilian objects, and

¢) refrain from deciding to launch any attack which may be
expected to cause incidental loss of civilian life, injury
to civilians, damage to civilian objects, or a combination
thereof, which would be excessive in relation to the
concrete and direct military advantage anticipated.

d) cancel or suspend an attack if it becomes apparent
that the objective is not a military one or is subject to
special protection, or that the attack may be expected to
cause incidental loss of civilian life, injury to civilians,
damage to civilian objects, or a combination thereof,
which would be excessive in relation to the concrete and
direct military advantage anticipated.

To be sure, one notes here three things about the ‘rules’ of customary IHL. First,
purported ‘rules’ contained in a decades-old ‘study’ deserve, for multiple reasons, scrutiny
and examination.”! Two, State practice in the area of emerging technologies like military
Al continues to develop and evolve at speed, and it is not inaccurate to say that the
formation of customary IHL in this area is in flux.?> Third, India has her reservations
regarding Additional Protocols I and II of the Geneva Conventions of 1949, and has
signed or ratified neither.® As such, the strict legal applicability of Additional Protocols I
and II to India and her actions, is doubtful.

The presence of these three factors notwithstanding however, sovereign India will still
find it difficult to argue that distinction and proportionality are not IHL principles, or
that they can be legitimately ignored. As such, these IHL principles remain factors for
consideration.

These general points about IHL applicability having been made, this article now
considers below some of these principles and/or rules more closely. The ability of Al (or
lack thereof) to adhere to aforesaid IHL principles is examined below in greater detail.

Adherence to IHL frequently requires subjective and contextual assessments, and the
(present) ability of Al to make such assessments — especially of electronic representation(s)
of fact(s) and/or reality - is dubious. Consider the figure 3:*



MARITIME AFFAIRS: THE JOURNAL OF THE NATIONAL MARITIME FOUNDATION OF INDIA 91

Figure 3: The contextual and subjective nature of sense-making.

The present ability of Al to understand the content, meaning, and import of this image
- including, in particular, its humour - is doubtful. While the Al may be able to recognise
Barack Obama and describe the scene, it is unlikely to grasp, for instance, why some
people are laughing while one person is not. Such subjective and contextual assessment
comes easily to humans. Military Al appears unequipped — at least presently — to emulate
humans in this area.?

To demonstrate further this point about the limitations of Al to make ‘human’
assessments, the context of IHL rules/principles of distinction and proportionality is
examined below.

Distinction. In practical terms, it is doubtful whether current state of technology can
satisfactorily perform so as to enable compliance with the rule/principle of distinction. In
2011, Dr James A Ratches (who retired as Chief Scientist of the US Army’s Night Vision
& Electronic Sensors Directorate or NVESD, and thereafter continued his research at
Sensors & Electron Devices Directorate or SEDD) concluded as follows after an extensive
review of target acquisition technologies:

“The extreme difficulty of the military target acquisition task has thwarted progress in the
development of image-processing techniques that enable an acceptable level of performance
for the war fighter in harm'’s way.... [M]edium to highly cluttered backgrounds introduce
an unacceptable amount of false alarms, whereas target variability and operational
environmental conditions also have a significant degrading effect.  Higher level
discriminations, such as target recognition and identification, fall off significantly compared
to detection...... [E]xcept for some small number of applications, the attainable level of
performance must be significantly improved to handle all the false alarms and environmental
variables that are encountered in military scenarios. We cannot look to improvements in
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the imaging sensors being used as the front ends for [aided/automatic target recognition].
They are already pushing the limits of physics. Performance improvements must be in the
[automatic target recognition] algorithm concepts... Most prevalent state-of-the-art [aided/
automatic Target Recognition] algorithms today are shape based, in which performance
degrades significantly under realistic operational conditions, such as clutter, variable target
set, and variability. "%

Proportionality. The notion and/or principle of ‘proportionality’ is invoked in both
Jus ad bellum (or the law of recourse to force) and Jus in bello (or the law of governing
conduct of hostilities).” Military Al continues to affect both bodies of law.?®

Given the contextual, subjective, and dynamic nature of inquiries into ‘proportionality’
and ‘military advantage’, it is unlikely that military Al is — presently at least - able to
satisfactorily perform this inquiry. Stockholm International Peace Research Institute
(SIPRI), a reputed research institute working on conflict, armaments, arms control and
disarmament, correctly explains:

“The rule of proportionality illustrates [the ‘numbers’ challenge]. Neither the incidental
civilian harm - loss of civilian life, injury to civilians and damage to civilian objects - expected
from an attack nor the anticipated military advantage can be easily quantified. Nor can the
relationship between these dissimilar values be fixed in numerical terms. The prohibition on
causing excessive civilian harm requires persons to assign values and make judgements that
are not purely calculations, in other words, it requires uniquely human judgement. "%
In more technological terms, the inability of military Al to adequately assess

proportionality may be understood as follows:

“[T]he two main components forming the principle of proportionality in military operations
can be seen and are as a matter of fact two different entities and models. These are collateral
damage depicting the unintentional effects affecting civilians and civilian objects, and
military advantage symbolizing the intentional effects contributing to achieving the military
objectives defined for military operation conducted. These two entities are complex processes
relying on available information, projection on time to the moment of target engagement
through estimation and are strongly dependent of common-sense reasoning and decision
making. As a deduction, these two components and the proportionality decision result are
processes surrounded by various sources and types of uncertainty. >

There are of course views that it may be possible to introduce objective criteria into the
determination of ‘proportionality’ (assuming of course that one prefers objective criteria
to subjective assessments).*

The debate continues, including on the larger question of the ability (or inability) of
military Al to adhere to IHL.*?

Bias/Discrimination

Bias and discrimination - purposeful or inadvertent, and especially of a racial nature - in
the development and deployment of military Al is an acknowledged fact.®* For obvious
reasons, bias or discrimination throws up legal issues (particularly where rights are
violated) and can attract the application of/action by law.
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In one sense, bias is inevitable. The ‘logic’ and ‘common sense’ of human beings is
frequently if not always tainted by a variety of cognitive and normative errors and biases.
The figure below — indicative, and not exhaustive - shows the complex and multi-factorial
nature of the bias/discrimination that can enter Al (including military AI) through its

creator, the human being:

Figure 4: Types of Bias
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Matters of bias or discrimination are further complicated in a military context. A 2021
study by the United Nations Institute for Disarmament Research illustrated the possible
consequences and complications:

“The consequences of bias in machine learning are augmented in a military context.
Consider, for example, a machine translation program used by military intelligence that
would assign “male” as the gender of a person of unspecified gender. Or an algorithm
designed to recruit military personnel that might pass overqualified women candidates given
their historically low levels of participation in the armed forces. Or a voice-control system
that does not recognize the voice of a woman pilot. Or an automated system designed to
provide emergency relief that does not include provisions specific to women and girls. On
top of these considerations, one must contemplate the potential consequences of gender and
racial biases in autonomous weapon systems. The criteria that will inform who is and is not
a combatant - and, therefore, a target - will be likely to involve gender, age, race and ability.
Assumptions about men s roles, for example, may miscategorise civilian men as combatants
due to encoded gender biases among human operators as well as within the data-driven
process itself. ">

In legal terms, the presence of bias or discrimination in a decision - particularly as
a contributory factor behind the decision - vitiates the decision and affects its legality
and fairness.*®* This is also true for decision(s) made by Al, including military AL’
Accordingly, the issue of bias or discrimination in military Al deserves attention and
scrutiny.

Accountability

The law demands accountability for actions, particularly where such actions lead to harm
or cause other wrong(s). However, determining and fixing accountability for the ‘action’
of military (or civilian) Al is tricky.

First, a fundamental legal question concerns the legal personality of Al, and whether
Al itself can or should be held accountable for its ‘actions.” Put another way;, it is unclear
if it is possible or desirable to assign accountability or responsibility to Al qua artificial
agent.®

Second, autonomy and/or responsibility may be understood as stemming from and
operating in at least three distinct conceptual and ontological domains — of causality,
legality, and morality.®* In legal terms therefore, there is “conceptual fuzziness” in
accountability and/or responsibility whereby the concept(s) are understood, invoked, and
argued differently by lawyers, technologists, social scientists, policymakers, ethicists,
etc.:

“Appeals to accountability among Al commentators reflect a general trend in public
discourse that both lionises the concept and struggles to specify what it means. Historians of
accountability note that the term originates in practices of financial record-keeping and only
entered mainstream usage in the late twentieth century. It has since become an ever-expanding
concept, used both for narrow purposes and as a catch-all term for normative desirability.
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This conceptual fuzziness is on full display in AI debates, where no two commentators seem
to use the term in precisely the same way. Some scholars treat accountability as a kind of
master virtue, using accountability as more or less synonymous with moral justifiability.
According to this perspective, Al is accountable when all its features are justifiable to all
concerned. Others assign accountability a far more limited role, such as to verify that
algorithms comply with existing legal standards or that aspects of system performance are
traceable. Some understand accountability as a mechanism for regulating professional roles
and organizational relationships; others suggest that accountability is a basic component
of moral responsibility that exists independently of institutional practices. Some presume
that accountability is a quality of those who design and deploy Al systems, while others
treat accountability as a quality of the systems themselves. Because these conceptual
disagreements are rarely made explicit, participants in debates about Al accountability often
talk past each other. %

Third, domestic accountability for regular and/or peacetime operation(s) of military
(and civilian) Al is not the same as individual criminal responsibility - under international
law - for any excesses of military Al in conflict. The two issues are separate, and equally
difficult to resolve.*

Even if agreement is reached on the conceptual and philosophical issues, the
practicalities of evidence and proof, and the difficulties of transparency and attribution,
will continue to present obstacles to successful prosecutions for incidents. This will be
particularly true in international contexts, where alleged wrongdoers may frequently play
role(s) in matters of investigation, arrest, detention, transfers, etc.*

The debate continues.

Privacy and Consent

Al is effective at finding patterns in vast amounts of data. As such, it is particularly useful
for certain tasks in maritime spaces and forces - like surveillance, migration management,
border controls, etc.* However, legal issues of privacy and consent clearly arise in the
context of such use(s) of Al. These issues become particularly acute in three contexts:

* Inthe case of citizens who may have constitutional rights protecting their privacy,
agency, and consent.

*  Where personal data may be used by military (or civilian) Al for aspects related
to ‘non-military’ things like healthcare, personnel and inventory management,
provision of entitlements or public services, etc.

* In the case of ‘soldier enhancement’, a special case of military AL.* Here, issues
of consent - and the legal aspects of policy and risk appetite for such enhancement
- are particularly pregnant with possibilities and problems.* Contemporary
historian and academic Vincent M Guérin describes the phenomenon as “the
mirror of a loss of control, the expression of a technological counter-productivity
threshold, [and] the symptom of an emerging vulnerability linked to an unbridled
quest for technological power.
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It can be seen that issues of privacy and consent in Al, given their cross-cutting
implications for wide sections of society, deserve perhaps special attention and analysis.

In the final section (below), this article is concluded, and two recommendations are
offered.

Conclusion and Recommendations

Human beings and Technology continue to shape each other. As technology evolves, more
legal issues may well emerge. This article is a legal primer on Al uses and applications in
maritime spaces and forces, and as such does not seek to provide an exhaustive list of all
existing legal issues. For instance, some emerging legal issues associated with military
Al in maritime spaces and forces are:

1. State Responsibility (separate from individual responsibility), for wrong(s) or
harm(s) caused by or otherwise attributed to military AL*

2. Legal Reviews of Military AL*

3. The effects of Military Al upon Jus ad Bellum and the distribution of Jus ad
Bellum powers. (For instance, military Al may affect India’s nuclear posture,
doctrine, and operations, including ‘No First Use,” such as it is. These effects
deserve standalone, interdisciplinary examination.)*

4. Explainability/Transparency/Understandability, in the design and decision(s) of
Military AL

Furthermore, and as mentioned in the introduction, many of the issues identified
herein — like accountability, reliability, transparency, bias, etc., — also have applicability
and implications for Al operating outside a kinetic context in maritime forces (like for
maritime commerce and insurance, personnel management and healthcare in maritime
forces, etc.).” Thus, for instance, given India’s plans for Digital Public Infrastructure and
the provision of benefits, entitlements, and services therethrough, issues of accountability,
bias, transparency, etc., gain particular salience for policymakers, social scientists,
and general public alike.®> Further research on the legalities, risks, ethics, etc. of Al
accordingly becomes doubly important.

The law - including law in India - is rightly concerned with the epistemic authority
and overall legitimacy of the inputs, processing, and outputs of all Al (including military
Al). Petra Molnar, a lawyer, anthropologist, and faculty at Harvard university’s Berkman
Klein Center for Internet and Society, sums up the big picture that ought to inform law and
lawmaking on maritime military Al (and Al in general):

“Technology is far from neutral. It reflects norms, values, and power in society. The
development of technology occurs in specific spaces that are not open to everyone and its
benefits donotaccrue equally. Decision-making aroundimplementation (and experimentation)

occurs without consultation or even sometimes without consent of the affected groups. 3



MARITIME AFFAIRS: THE JOURNAL OF THE NATIONAL MARITIME FOUNDATION OF INDIA 97

Such asymmetries of power, coupled with the political economy of technological
development, will play their role in the future just as they have played their roles in
the past. Like with nuclear weapons and technology (which were once ‘new’), States
that master contemporary new technologies like Al will seek to become “normative
entrepreneurs” even as the technology itself stays (mostly) beyond the reach of specific
legal regulation.> Time will tell.

In light thus of the analysis undertaken in this article, the following recommendations
are made:

Ensuring maximum compliance with IHL is only part of the problem. As mentioned
in the introduction, when Al is used for instance in the provision of healthcare on or off
the battlefield, it is imperative that issues of accountability, reliability, privacy, etc. are
clarified in the law and policy governing use of Al by Indian maritime forces. Thus, much
more research is needed (and ought to be commissioned) on the law and legalities of such
Al use in India.

India’s National Strategy for Al makes an excellent recommendation that deserves
to be highlighted, and of course implemented. The strategy highlights the roles and
successes of USA’s Defence Advanced Research Projects Agency (DARPA), like its role
in the creation of the modern internet. It recommends that India should have its own
version of DARPA for Al research, and identifies for this role the International Centre for
Transformational Artificial Intelligence (ICTAI Inc.) in Bengaluru.>® This article adds that
ICTATD’s efforts can be supplemented and complemented by the Centre for Development
of Advanced Computing (C-DAC), a research and development organisation under the
Ministry of Electronics and Information Technology (MeitY) which continues to do
substantial work on AL>’
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