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Abstract

With reducing resources on land, the oceans have become the next ‘pit stop’ for humans
for fulfilling their needs. Today, the oceans and the seas around us are bristling with activities.
These activities range from trade, fishing, offshore gas, offshore wind farms, exploration
activities for deep seabed mining, marine scientific research, offshore solar farms, submarine
cable lying, and many more activities both benign and offensive. For all these activities to be
possible, there exists a need for knowing and mapping of the ocean surface and the ocean
floor so that the planned activity at sea can be executed in a manner and to the extent that it
is successful and does not cause harm to either humans or equipment. Such knowledge of the
Maritime Domain that allows the execution of an activity at sea with ease and finesse may be
called as Maritime Domain Awareness (MDA) and is necessarily not limited to the security
construct alone.

Since the oceans cover more than 70 per cent of the Earth’s surface and is ever so
dynamic, MDA cannot be achieved by one single entity of a nation or a person. Though nations
and organisations have tried it alone, they have realised that a cooperative mechanism
provides a better, more accurate and more expansive MDA. It is with this understanding that
this monograph aims to explicate the interlinking of existing systems and the potential
interoperability opportunities in the MDA infrastructure prevalent in the Indo-Pacific and the
Eastern Mediterranean region from a maritime security perspective that are providing the
necessary inputs for a better decision making.

Keywords: Maritime Domain Awareness (MDA); Information Fusion centre (IFC);
Information Management and Analysis Centre (IMAC);

1. Introduction

Nations around the world have been and continue to be both ravaged and protected by
the oceans and seas from traditional (military) and non-traditional (non-military) threats.!
Hence, the securing of the seas is an essentiality and not a mutually exclusive condition for
securing the interests of most nations. Though the theoretical perspective to security can be
bifurcated; based on the approaches to address traditional and non-traditional threats, the
maritime security is considered to have been culled out as a relationship between the
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traditional (already established) and non-traditional concepts such as marine safety, blue
economy and resilience. This thus prominently requires focus on non-traditional threats such
as, piracy and maritime terrorism, arms trafficking, drug smuggling, Irregular Human
Migration (IHM), lllegal, Unreported and Unregulated (IUU) fishing, marine pollution, and
natural disasters to name a few as seen in Fig. 1.

This threat scenario essentially requires that countries susceptible to such threats need
to be situationally aware of the maritime domain that is likely to initiate such a threat upon
them. Since these threats are essentially transnational in their attributes, they require
multinational response strategies. This in return requires comprehensive maritime
cooperation within the stakeholders so as to be able to be prepared to face these threats and
challenges. A broad working of and the elements of a successful MDA are as seen in Fig. 2.

Such cooperation is possible only if there is an effective information sharing
arrangement between the countries of the Indo-Pacific Region and the Eastern Mediterranean
region. It is essential to emphasise that maritime security is ‘not’ limited to military security
alone but can be defined as freedom from threats arising from ‘above’ or from ‘under’ the
sea. These threats could arise from natural causes, man-made causes, or from the interplay

of one with the other, as is in the case of global warming and environmental degradation.?

Figure 1: Maritime Security Matrix
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Figure 2: Elements of MDA

2. Maritime Domain Awareness — Definition and Historical Background

Maritime Domain Awareness (MDA), as a phrase, was first used in the early years of the
twenty first century as a part of the new maritime thinking in the U.S. when security became
an area of prime concern.? The inception of the term ‘MDA’ can be traced back to the attacks
on the World Trade Centre in 09 September 2001.# The traumatic events of this attack on the
American territory drove the Bush administration to address the threats from the maritime
domain, since its concern was, among other things, that the next terror attack could be
perpetuated from the maritime domain. The maritime domain was identified as exposed and
vulnerable, with limited control and a broad freedom to operate for hostile elements.” In
defining the maritime domain as ‘important’ and ‘vulnerable’, the need for defining
operational tools that would enable the country to be aware of and vigilant towards any
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relevant event to its national security evolved. Hence, the concept of Maritime Domain
Awareness (MDA) was considered essential. More specifically, the U.S. has defined MDA as
“...the effective understanding of anything associated with the global Maritime Domain that
could impact the security, safety, economy, or environment of the United States.”® This
definition called for the ability “to facilitate timely, accurate decision making that enables
actions to neutralize threats...””

Subsequently, the Maritime Transportation Security Act of 20028, the National Security
Presidential Directive-41 and the Homeland Security Presidential Directive-13 (NSPD-
41/HSPD-13) of 2005° led to the first National Plan for Maritime Domain Awareness in 2005.
Six overall goals for the achievement of security in the maritime domain were defined:*°

(@) Preventing terrorist attacks or criminal acts or hostile acts in, or the unlawful
exploitation of, the Maritime Domain, and reducing the vulnerability of the Maritime
Domain to such acts and exploitation;

(b)  Enhancing U.S. national security and homeland security by protecting U.S. population
centres, critical infrastructure, borders, harbours, ports, and coastal approaches in the
Maritime Domain;

(c) Expediting recovery and response from attacks within the Maritime Domain;

(d) Maximizing awareness of security issues in the Maritime Domain in order to support
U.S. forces and improve U.S. Government actions in response to identified threats;

(e) Enhancing international relationships and promoting the integration of U.S. allies and
international and private sector partners into an improved global maritime security
framework to advance common security interests in the Maritime Domain; and

(f)  Ensuring seamless, coordinated implementation of authorities and responsibilities
relating to the security of the Maritime Domain by and among Federal departments and
agencies.

This concept of MDA was adopted by the international community and was

subsequently embedded in the international discourse within a few years. Most significantly,
the International Maritime Organization (IMO) acknowledged the phrase in 2010 by making
amendments to the International Aeronautical and Maritime Search and Rescue (IAMSAR)
manual*! by defining MDA as, the effective understanding of any activity associated with the
maritime environment that could impact upon the security, safety, economy or environment.*

Security needs, notwithstanding, limiting MDA to only the security construct may not be
appropriate. With reducing resources on land compounded by an ever increasing population
that is forcing humanity to move into the oceans for fulfilling their needs, and nations focusing
on ‘Blue Economy’, the need to know and understand the oceans to achieve sustainable
exploitation becomes imperative. Such an understanding is possible only by achieving
mapping of the ocean surface and the ocean floor, hence MDA, so as to undertake activities
that range from trade, fishing, exploration and exploitation of offshore gas, offshore wind
farms, exploration activities for deep seabed mining, marine scientific research, offshore solar
farms, submarine cable lying, and many more activities both benign and offensive.!3

As more nations delve into the oceans they realise the gravitas to make well-informed
maritime engagements in order to protect their maritime interests. However, as explained by
Jonathan Colby, maritime engagements are possible only after intelligence gathering and
awareness.* It is with this understanding that countries have been collaborating with each
other to gather and share intelligence and awareness of their maritime region, primarily from
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a security point of view. The tripartite maritime security arrangement between India, Sri Lanka
and Maldives, signed in 2013, is one such example, and can be considered as a quintessential
framework for MDA within the Indo-Pacific Region.!> This arrangement has been established
for the purpose of joint cooperation in EEZ surveillance, Maritime Search and Rescue (SAR)%®,
anti-piracy efforts and sharing of white shipping information since the maritime challenges
experienced by these countries are similar if not identical.

Since the expanse of the seas is large and dynamic, over which information gathering
cannot be achieved alone by the efforts of a single actor, a cooperative mechanism provides
a better, more accurate and more expansive MDA. This monograph volume offers a unique
look at the issue of Maritime Domain Awareness from two very different perspectives: Indian
and Israeli. Despite the profound differences in size, scope and complexities of the two
nations, the two perspectives emphasise the common denominator in dealing with the
Maritime Domain Awareness issue from a security perspective — its centrality to coastline
countries as well as the main questions that must be dealt with regarding the path to be taken
to execute a meaningful Maritime Domain Awareness policy. With this understanding, the
monograph aims to explicate the interlinking of existing systems and the potential
interoperability opportunities in the MDA infrastructure prevalent in the Indo-Pacific and
Eastern Mediterranean Regions from a security perspective. In doing so, it will bring out how
such existing systems and their interoperability is providing the necessary inputs for a better
decision making. The monograph has so far given a brief overview of the concept of Maritime
Domain Awareness. It now moves to reviewing the major trends and developments in the
regional maritime domain of the Indo-Pacific and the Eastern Mediterranean Region and the
status of the efforts of India and Israel in this field. This will be followed by a discussion of the
unanswered u questions that plague the availability of a complete MDA picture followed by
some thoughts on the road ahead for each of the two countries with specific reference to
possible India-Israel collaboration.

3. Getting an MDA picture

MDA consists of two key components: information and intelligence. It is all about
collating information along with actionable intelligence in the form of a comprehensive
common operating picture (COP) to create a substantive, layered presentation of the maritime
environment that can help increase the range of options available and hence a more informed
decision making. Numerous governmental and military organizations already possess a COP
of some sort or another; however, no one source captures all of the maritime information
needed. Once a consolidated COP is available, priorities of resource allocation can be decided
in a much more informed manner. From a security point of view, those most critical would be
addressed first.

In order to generate this actionable intelligence, it is imperative that the tools so used
must be both timeless and scenario-independent. The functional capabilities of the tools used
must include focused sensing and data acquisition (provide information on area of interest),
dynamic interoperable connectivity (must be dynamic to address changing threats and
scenario), responsive information management (information availability on demand, de facto
provided or pushed when essential), information assurance (to insure that the information
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has not been tampered-with by a third party), consistent representation (providing same
accurate and timely information to all users making decision making simpler), distributed
collaboration (to provide transparent interactions between users), and dynamic decision
support (provide status of both friendly and enemy sensors, systems, platforms and weapons
in real-time).!” Accordingly, these seven functional imperatives are considered essential to
achieve this dominance.

Sensing the environment to gain situational awareness involves gathering data about
the physical world through electromagnetic, acoustic, seismic, optic, and other measurement
means. This can be accomplished with platform-borne sensors or with off-board assets from
unattended sensors, unmanned systems, satellites, and intelligence sources through focused
sensing. Focused sensing implies concentration on things of interest and on the area of
interest while avoiding gathering of an overwhelming amount of data. Such focused sensing
eventually requires technology with data-sensing capabilities.

Figure 3: Technologies used to gather an MDA (Source Douglas (2013)18)

In order to achieve the desired COP, both existing capabilities and new technologies are
used. For example, ‘Automatic Identification System’ (AIS), which is analogous to
Identification Friend or Foe (IFF) transponders fitted aboard commercial airliners, carried by
large commercial vessels for collision avoidance and harbour traffic control.'® Sensing systems
such as long-range, over the horizon radars; high-altitude, long-dwell unmanned aerial
vehicles (UAV); lighter-than-air craft; oceanic surveillance buoys; and acoustic systems are
also used for this purpose in the open ocean environment?® as seen in Fig. 3. Technologies
such as space based (satellite) AlIS allow to fuse AIS data with optical and radar imagery and
other data sources. Such fused data, along with information from other sensors and open
source intelligence helps track compliant ships and “dark” ships.?!
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4. Defining the Regions

In order to ensure clarity and consistency, it is considered essential that the ‘Indo-Pacific’
and the ‘Eastern Mediterranean’ as regions are defined before we delve into the issue related
to the Maritime Domain Awareness for these areas. In doing so, we will try and explain the
linkages between these two areas and how they can be considered as one Region.

4.1. The Indo-Pacific Region

The definition of the Indo-Pacific as a region has been an area of discussion for many
years now with various economic blocks/ authorities referring to different regions that make
up this region. While the U.S. refers to the region as the Indo-Pacific, China prefers to call it
the Asia-Pacific. The generally accepted Indo-Pacific Region is a stretch of oceanic space that
links the Indian and Pacific Oceans, which encompasses the Arabian Sea, the Bay of Bengal,
Strait of Malacca, South China Sea, Philippine Sea and Western Pacific as seen in Fig. 4. This
region is the epicentre of global economy in terms of availability of natural resources, trade
flow and transportation of energy over the Western and the Eastern SLOCS to the West, East
Asia and South Asia. It is home to nearly 60 per cent of the world’s population?? and nations
in this region experience more natural disasters than any other region. Between 2014 and
2017, nations were affected by 55 earthquakes, 217 storms and cyclones, and 236 cases of
severe flooding, impacting 650 million people and causing the deaths of 33,000 people.?? In
the words of Admiral D.K. Joshi this region signifies the fusion of two geopolitically sensitive
and economically vibrant regions, the shores of which are washed by the Indian and the Pacific
Oceans.?

PACIFIC

INDIAN
OCEAN

OCEAN

SOUTHERN OCEAN

Figure 4: The Indo-Pacific Region Source: wikimedia.org

The term was first used by Gurpreet Khurana? in 2007 where he defined the Indo-Pacific
to refer to the maritime space stretching from the littorals of East Africa and West Asia, across
the Indian Ocean and Western Pacific Ocean, to the littorals of East Asia. The Indian apex
political leadership?® began using the term in 2010 while the strategic analysts and leadership
of Australia, Japan and the U.S. used it only in 2011, with the first documented articulation by
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Australia in the 2013.?” The term Indo-Pacific acquired prominence in 2010 because of India’s
growing economic and security engagement with Southeast Asia, west and east of the
Malacca Strait, India’s deepening security arrangements with other democracies like Australia,
Japan and the U.S. and the growing Chinese maritime appearance in the Eastern Indian Ocean,
the South China Sea and the Western Pacific. Off late, Prime Minister Narendra Modi during
his speech at the 2018 Shangri La Dialogue (Singapore) outlined India’s vision for the Indo-
Pacific, and defined the Indo-Pacific Region as that extending from the shores of Africa to that
of the Americas.?®

The region involves the intersecting interests of at least four major powers — China,
India, Japan, and the United States — as well as significant middle players such as Australia,
South Korea, and the Southeast Asian countries. While the U.S. seeks to maintain a status quo
in the world order and international system, China is trying to assert recognition as a major
power and strives to carve out its own sphere of influence. Russia, Japan, South Korea, India
and the ASEAN countries are all playing an important role in balancing power in this region.

4.2. The Eastern Mediterranean Region
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Figure 5: The Eastern Mediterranean Region

https://israelbehindthenews.com/israels-challenges-eastern-mediterranean/11934/

The Eastern Mediterranean region includes the littoral waters of Greece, Turkey, Cyprus,
Syria, Lebanon, Israel, Gaza, Egypt and Libya as well as the international waters between these
countries. For a long time, this region has been significant strategically and economically.
Accordingly, foreign powers have gone to a great effort in controlling it. Strategically situated
on the route from the East to Europe (through the Suez Canal), all relevant actors try to hold
stakes in the region. It is a highly contested region with regional rivalries (e.g. Greece and
Turkey; Israel-Lebanon) and the great powers trying to offset the balance of power in their
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favour. In this context, the US holds the 6™ Fleet in the region, Russia is investing in its naval
base in Syria, and China is promoting its BRI with maritime related infrastructure projects
nearly in all the countries of this region. Accordingly, both the European powers as well as
Israel hold vital interests in the maritime domain of this region. Following the gas finds in the
region, the importance of this region has grown, as will be elaborated in the discussions to
follow. Understandingly, intertwined with the strategic and the economic importance lies the
political significance of the region?® and hence the need to form a clear maritime domain
picture.

4.3. Their Linkages

Broadly speaking, all oceans are connected to each other in some form or the other.
However, for these two maritime regions, under discussion, the common denominator is
Israel. Israel as a State has a major stake in the East Mediterranean as the water of the East
Mediterranean washes the shores of Israel. Similarly, Israel finds itself connected to the Indo-
Pacific region through the Red Sea where it has its maritime port of Eilat. This essentially
means that though Israel may consider Eastern Mediterranean to be the area where it needs
to concentrate on its MDA, it cannot afford to overlook activities occurring in the Indo-Pacific
region as they too have an indirect bearing, if not direct, on Israel through the Port of Eilat.

5. MDA in these Two Regions

As discussed, since these two maritime regions have their own concerns, over the time,
they have developed their own mechanisms of MDA. To understand the existing mechanisms,
it is considered essential that we look at the existing MDA structures in these two areas
separately.

5.1. MDA in the Indo-Pacific Region

Like any other maritime space, the Indo-Pacific region too faces numerous maritime
security-related issues that involve identifying and countering behaviour ranging from
trafficking of people, drugs, small arms and other illicit goods; illegal, unreported and
unregulated fishing; safety of ferries and inter-island shipping; protecting marine ecosystems
and resources that are vital to food security, human health and economic well-being; and
other environmental crimes. This essentially means that it is crucial to share information on
marine incidents, oil spill responses, management and conservation of fisheries resources,
marine pollution and coastal management. This nature of information sharing, fusion and joint
analysis allow countries to react faster to incidents and set regional priorities.

Unfortunately, many coastal states of this Region have low capacities to achieve MDA.
They often have few law enforcement vessels capable of patrolling their exclusive economic
zones (EEZs) and lack effective navies, coast guards, or air force resources capable of ensuring
maritime rule of law. Since the area of concern comprises of 38 countries that share 44 per
cent of world surface area and 65 per cent of world population, and account for 62 per cent
of world GDP and 46 per cent of the world’s merchandise trade, many extra-regional powers
have spent their resources and manpower to develop and operationalize various maritime
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domain information collection and dissemination setups to strengthen maritime cooperation
with countries of this region. These setups include:

(a)  Maritime Security Centre — Horn of Africa (MSCHOA)

(b) Indian Ocean Regional Information Sharing platform (IORIS)
(c)  MASE (Maritime security programme) for the ESA-IO region
(d) Information Fusion Centre — Singapore

(e) Information Fusion Centre — Indian Ocean Region (IFC-IOR)

(f)  Agencies addressing piracy

5.1.1. Maritime Security Centre — Horn of Africa (MSCHOA)

MSCHOA, run by the EU Naval Force (EUNAVFOR), helps protect merchant shipping in
the region by providing information that assists in preventing pirate attacks and disrupting the
activities of pirate groups.3° MSCHOA aims to provide service to mariners in the Gulf of Aden,
the Somali Basin and off the Horn of Africa. This service involves protection to shipping from
the threat of pirate attacks by guiding them away from the piracy hot spots and providing anti-
piracy charts and an anti-piracy briefing package for masters. To provide this service, MSCHOA
needs vessels to register to know what vessels are operating in the piracy hot spots. The
services provided include:

(a) The piracy chart, which is a map of the Red Sea, Gulf of Aden and the Arabian Sea and
shows the Gulf of Aden's internationally recommended transit corridor (IRTC), with
advice for vessels on how they should safely join it, an overview of Best Management
Practices (BMPs) and what to do in case pirates are spotted. The advice on the chart is
listed under headings, including ‘Identified suspect vessels in vicinity’, ‘Attack in
progress’, ‘Pirates on board’ and ‘Vessel hijacked’.

(b) The masters' briefing package, which is given to vessels with a speed of less than 15
knots and a freeboard of less than seven metres, which are perceived to be more
vulnerable, consists of a checklist booklet; a DVD on BMPs and a folder entitled "How to
survive a piracy attack".

5.1.2. Indian Ocean Regional Information Sharing platform (IORIS)

Initiated by the EU CRIMARIO project, IORIS is a new secure information sharing and
incident management tool. It was launched on 4 Sep 2018 to enable member nations to create
a collaborative working environment to improve the understanding of the maritime domain
and coordinate operations when incidents occur at sea. It uses the cooperative approach
developed by the EU to address piracy and the new maritime security challenges faced by the
Indian Ocean littoral states such as drugs and arms trafficking, illegal fishing, environmental
damages, etc. Future developmental phases of IORIS will be supported by EU CRIMARIO
project which includes running costs (hosting, maintenance and support) until March 2020.3?

5.1.3. MASE (Maritime security programme) for the ESA-IO region

Initiated by MASE (Maritime security programme, EU-funded), and implemented by I0C
(Indian Ocean Commission), two regional centres have been set up to promote maritime
situational awareness of the coastal countries of ESA-IO (Eastern and Southern Africa and the
Indian Ocean). These are:

(a) RMIFC (Regional Maritime Information Fusion Centre) based in Madagascar: The RMIFC
was initiated by the Malagasy authorities in 2013 in collaboration with MASE and was
confirmed by the Djibouti Declaration on Maritime Security and Safety on May 15, 2016.
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However, the five states of ESA-10 (Djibouti, Madagascar, Mauritius, Union of Comoros
and Seychelles) signed the Regional Agreement for the setting up of RMIFC only on April
29" 2018 when it became operational. Several steps have been taken by RMIFC since
this start. These include staff training, expansion of information exchange network,
setting up of the communication tools (Website, Twitter and Facebook) and the
production of basic deliverables (daily brief, ESA-IO Ports Maritime Traffic Status, Press
summary, Recognized Maritime Picture, weekly, monthly and annual report on
Maritime Security and Safety in the ESA-IO Region).?

(b)  RCOC (Regional Centre for Operational Coordination) based in Seychelles: The RCOC is a
regional centre for operational coordination alongside the RMIFC. The RCOC organizes
the operational response to maritime crimes in the western Indian Ocean along with its
nine members: Comoros, Djibouti, France/ Réunion, Kenya, Madagascar, Mauritius, the
Seychelles, Somalia, and Tanzania. 33

(c)  The NISCC (National Information Sharing and Coordination Centre), is a national entity,
based at Seychelles with a mission to co-coordinate and manage the ever increasing
level of activities within the maritime sector, coordinating oil spills and responses to
coastal maritime crime. The NISCC will act as a first point of contact and as the centre of
maritime security operations for key national stakeholders.3

5.1.4. Information Fusion Centre — Singapore

The Information Fusion Centre (IFC) was established on 27 April 2009 at Singapore. It is
a 24/7 Regional Maritime Security (MARSEC) information-sharing centre. It aims to facilitate
information-sharing and collaboration between partners to ensure safety and security at sea.
Through integrated team of International Liaison Officers and the Republic of Singapore Navy
(RSN) personnel, the IFC delivers information to regional partners to cue timely operational
responses by regional and international navies, coast guards and other maritime agencies to
deal with the full range of MARSEC threats and incidents. This includes piracy, sea robbery,
maritime terrorism, contraband smuggling, illegal fishing and irregular human migration.

As on 6 May 2019, 155 International Liaison Officers (ILOs) from 24 countries have been
deployed to the IFC, and 19 ILOs from 18 countries currently serve alongside 12 RSN
personnel. The IFC has 97 linkages from 41 countries, and is one of the four Technical Leading
Navies of the Trans-Regional Maritime Network, which brings together the IFC’s Open and
Analysed Shipping Information System to enhance global maritime information-sharing and
cooperation.®®

5.1.5. Information Fusion Centre — Indian Ocean Region (IFC-IOR)

In order to provide a greater reach to the COP generated by the IMAC with stakeholders
of various nations of the region, the IFC-IOR has been established at the IMAC. The IFC-IOR is
to be a single point centre linking the coastal radar chains as and when installed in other
countries and the existing white shipping information exchange (with 36 countries3® at the
time of writing the article) with various countries of the Region to generate a seamless real-
time picture. Such countries can position International liaison officers (ILOs) at this centre. The
IFC-IOR is to be a separate platform and it is expected that all members of the Indian Ocean
Naval Symposium (IONS) will be part of it.
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5.1.6. Other agencies addressing piracy in the Region
Some successful regional constructs to address piracy that provide an effective platform
for joint counter-piracy exercises are:

(a) ReCAAP?” has fostered mutual trust and promotes information sharing between 20
countries in the Asia-Pacific, Europe, and North America.

(b)  The Djibouti Code of Conduct3® that was adopted on 29 January 2009 by various African
states.

(c) EUCAP Nestor launched by the EU that was adopted in July 2012 for a civilian maritime
capacity building in Djibouti, Seychelles, Somalia, and Tanzania.

(d) The Yaoundé Code of Conduct that was adopted by West and Central Africa on 25 June
2013.

(e) Based on the successful Malacca Strait Patrols (MSP), the Sulu Sea Patrol Initiative (SSPI)
was established on 14 Jul 2016.%°

(f)  The Shared Awareness and Deconfliction (SHADE) umbrella has been effective in curbing
piracy in the Gulf of Aden.

5.2. MDA in the Eastern Mediterranean

Maritime security has become an area of growing interest in the Eastern Mediterranean
with the recent gas finds; disagreements over maritime boundaries; large-scale violence;
political instability; mass migration via sea routes; and environmental hazards. These are
compounded by the lack of shared values, culture and norms; protracted conflicts in the
region, such as those among Turks, Greeks and Cypriots, and between Israelis and
Palestinians; and the absence of effective sovereignty in parts of the region such as Libya,
Syria, the Gaza Strip and parts of the Sinai Peninsula. These all have necessitated a need for a
greater Maritime Domain Awareness in this region.

Today, the region has Egypt, Turkey, and Iran as existing regional naval powers, and
Russia and the United States as extra-regional naval powers with Israel increasing its maritime
focus to evolve as another maritime power in this region.

The War in Syria as well as the instability in Syria, Iraq and Libya bears maritime
implications. The war in Syria has brought about the Russian maritime presence, and the
resulting instability has brought a flux of refugees that try to reach European shores for
asylum. The diminishing interest of the US in the region is offering opportunity to Russia as
well as China to increase their presence in the region.* This is permitting Russia to increase
its maritime presence in the Mediterranean by positioning vessels in various countries of the
region, including increased number of military vessels that are entering the ports of Spain,
Greece and Malta, as well as a docking agreement with Cyprus signed in 2015.4

6. MDA in India and Israel

Since India and Israel are two independent countries, they have their own maritime
security challenges. Even though they are geographically separated and their challenges are
unique, the broad issues related to maritime security remain the same and hence there exist
many commonalities wherein the two countries can work together. In order to understand
these similarities, it is essential that the security MDA being practiced by the two countries is
discussed before the collaborative mechanism can be discussed.
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6.1. India

6.1.1. MDA

As discussed, MDA is an all-encompassing term. It involves being aware of the location
and intentions of both friends and foes, in the dimension and area of interest of a highly
dynamic and evolving maritime environment. Such an MDA enables an early identification of
potential threats, a more informed decision-making and suitable allocation of resources. Due
to a dynamic maritime environment MDA is never absolute. It requires a continuous effort to
acquire and to analyse information. The feed for this effort is provided from Intelligence,
Surveillance, Reconnaissance (ISR) and information sharing. The MDA picture is known to
change with advances in technology of platforms, sensors and weapons, increased density in
the maritime environment, trade flow patterns and interactions between nations and regions.

Like any other maritime nation, an MDA picture is essential for a country like India.
However, even though the data was being collected by various agencies, not a single
consolidated MDA picture was being developed for security assessment. The attacks on
Mumbai from sea on the 26" November 2008 exposed three critical gaps in Indian maritime
security namely: porous water front of Indian coastline, lack of inter-agency coordination and
poor surveillance of maritime domain hence an urgent need of a consolidated MDA picture®?.
In August 2009, as a result of these attacks, the National Committee on Strengthening
Maritime and Coastal Security against threats from the sea (NCSMCS) was constituted with
the cabinet secretary as its Chairman. However, with 15 or more agencies involved, ranging
from the Indian Navy, the Indian Coast Guard, customs, intelligence agencies and port
authorities to the home and shipping ministries, state governments and fisheries
departments, the task was daunting and the NCSMCS alone was found to be ineffective. In
order to remove the large number of variables and be able to achieve a “common operational
picture” of activities at sea through an institutionalised mechanism for collecting, fusing and
analysing information from technical and other sources like coastal surveillance network
radars, space-based automatic identification systems, vessel traffic management systems,
fishing vessel registration and fishermen biometric identity databases,*® the Modi government
in 2014 established the National Maritime Domain Awareness (NMDA) grid by instituting a
number of organisational, operational and technological changes.

Since identification systems have been a critical common requirement for Maritime
Security,** India decided to set up such identification systems along the coastlines for better
surveillance under the NMDA project. This project aims to detect and tackle threats emanating
from the sea in real-time and to generate a holistic picture based on the information received
from various simultaneous and dedicated layers. These layers include: the Vessel Traffic
Management System (VTMS) and Vessel and Air Traffic Management System (VATMS); the
National AIS (NAIS) Network; the Merchant Shipping Information System (MSIS); the Coastal
Surveillance Network (CSN); and the National Command Control Communication and
Intelligence Network (NC3IN). Of these, the NC3IN system, presently with the Indian Navy and
the Indian Coast Guard, will be progressively extended to other stakeholders such as the
fishing and merchant vessels for improving the overall MDA and will help in the coordination
between the maritime agencies, coastal states and union territories by linking them. To
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appreciate the working of this layered information system, let us look at each of these

resources independently.

(a)

(b)

(c)

(d)

(e)

(f)

Vessel Traffic Management System (VTMS) is present with the commercial ports for
monitoring the maritime traffic in the port. The surveillance information from the port
radars, Automatic Identification System (AIS), Direction Finding (DF) system, CCTV, VHF
communications and other systems provide the feed to the VTMS and a local maritime
picture of the ports to NC3IN.

Vessel and Air Traffic Management System (VATMS) - West: Present with the Offshore
Development Area (ODA) on the Western Coast of India since 2007. It is a sophisticated
surveillance system that assists in Search and Rescue (SAR) operations* and tracks any
drifting or intruding vessel in all weather conditions. It can facilitate voice
communication with vessels in its range and collect and share metrological formation in
its surveillance zone. The VATMS provides a round the clock monitoring of the waters of
the Arabian Sea with real-time data.?® The feed from this system to the NC3IN provides
a maritime picture of the Offshore Development Areas.

National Automatic Identification System Network (NAIS): The Directorate General of
Lighthouses and Lightships (DGLL) has developed and installed in August 2012 a NAIS
network in coordination with the Indian Navy and the Indian Coast Guard. 74 shore
stations on existing lighthouses along the Indian coast, six regional control centres, two
coastal control centres and one national data centre at Mumbai have been set to help
Marine Navigation and tracking of SOLAS compliant vessels and those carrying
transponders as per DG Shipping Notices so as to have an overall image of AlS complying
vessels along the Indian coastline. The new proprietary system developed for smaller
(sub-20 m), non-AlS vessels would be compatible with this network. The feed is provided
to Naval Headquarters, Coast Guard Headquarters and the NC3IN.#’

Coastal Surveillance Network (CSN): CSN that was mooted almost two decades ago
found approval only after the 26/11 attacks. The Indian Coast Guard as part of CCS
directive of 2009 developed the Coastal Surveillance Network (CSN) all along the coast
on the main land and along the Lakshadweep group of islands and along the Andaman
and Nicobar Group of Islands. The project consisting of chain of static sensors having
radars, Automatic Identification System (AIS), day/night cameras and Met sensors has
two phases. Of this, 36 radar stations on the mainland, six in Lakshadweep and Minicoy
and four in Andaman and Nicobar have been operationalized. The second phase,
approved by the Defence Acquisition Council (DAC) in 2017, will involve setting up 38
more radar stations with static radars and electro-optic sensors, four mobile surveillance
stations and integration of VTMS sites in the Gulf of Kutch and Khambat.*® The feed from
this is shared with the NC3IN.

Merchant Shipping Information System (MSIS): The MSIS is a MDA system that provides
the maritime traffic movement and is developed to correlate, fuse and disseminate the
data obtained from the National AIS (NAIS) Network and other sources of Automatic
Identification System (AIS), including open-source information on ‘white shipping’. The
resultant feed is made available on the nodal Information Management and Analysis
Centre (IMAC).

National Command Control Communication and Intelligence Network (NC3IN): The
Indian Navy has established the NC3IN as the backbone of the ‘National Maritime
Domain Awareness’ (NMDA) Project® by linking 51 stations, including 20 of the Navy
and 31 of the Coast Guard and the Joint Operation Centres (JOCs), with a nodal
Information Management and Analysis Centre (IMAC). The network rides on dedicated
terrestrial data circuits, as well as, satellite communication, which helps the stations in
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(8)

remote locations to be networked and can track 30,000 to 40,000 merchant ships
transiting through the Indian Ocean. Other than the above mentioned sources, real-time
information is fed from Long-Range ldentification and Tracking (LRIT), space based AIS
and other open sources to develop a correlated picture of maritime traffic.

Information Management and Analysis Centre (IMAC): The IMAC is the nodal centre of
the National Command Control Communications and Intelligence Network (NC3I
Network), and is a joint initiative of the Indian Navy and the Indian Coast Guard with
Bharat Electronics Ltd as the service provider that functions under the National Security
Adviser (NSA) to improve coastal surveillance. At the IMAC, all the information being
received from the various sources (stations, centres, etc.) on NC3IN is connected
through a high-speed computer network through the Coastal Surveillance and Decision
Support (CSDS) software. The data from various sensors and databases is aggregated,
correlated and then disseminated to various stations for enhanced awareness. The
software on which the coastal surveillance will be carried out incorporates hi-tech
features like data fusion, correlation and decision support features thus facilitating
better decision making.>® The information so collated is analysed and disseminated in
the form of a Common Operational Picture (COP) so that the decision makers at all levels
are able to anticipate potential threats and respond appropriately.
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Figure 3: Stations linked onto the National Command Control Communication and Intelligence Network

(NC3IN) and IMAC (Source: Modified from Chawla (2016)°?)

6.1.2. Shortfalls

It is not that the system in use by India is fool-proof and covers the entire gambit of the

maritime domain to provide a perfect COP. There are some major shortfalls in the existing

system of which some of them are:
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(a) VATMS-East: The East coast of India does not have a VATMS. This thus does not provide
a picture of the ODA of the East coast, thereby hampering a complete MDA for this
region. Since the existing oil and gas installations on the Eastern coast of India are few
in numbers that spread across Pondicherry offshore, KG offshore and Mahanadi basin,
no major installations of ONGC are in operation on the East coast and the existing
installations are the CRP (Control and Riser Platform) of Reliance, a cluster of unmanned
platforms of Cairn Energy at Rawa field and Floating Point Units (FPU) and tankers of
Hardy Oil at Cauvery basin, there is no lead partner for installation of the VATMS.
However, since some more structures are planned in the future®? the VATMS-East
becomes critical.

(b) Integration of feed: While the feed to the current NMDA setup has been integrated with
CSN (ICG), NAIS (DGLL), LRIT (DG Shipping), VATMS(W) (ONGC), and space-based AIS
(ISRO), that with others such as fishing vessel bio-ID database (MoA), Fishing Vessel
Registration Database (MoA), Fishing Vessel Tracking System (MHA), Port Community
System (MoS), MSIS (IN), MAC/SMAC database of IB, VATMS (E) (ONGC), VTMS of Major
Ports (MoS), ship security alert system (DG Shipping), VTMS of Gulf of Kutch (DGLL) and
VTMS of Gulf of Khambat (GMB) still needs to be achieved.>?

6.1.3. India’s efforts towards MDA in the IOR

The emerging MDA structures that exist in the Indo-Pacific Region need to be
strengthened and the agreements or initiatives need to be operationalized to its full potential
for effective surveillance. Enhancing the MDA will ensure maritime security and good order in
the region. This can be pursued through a mutually inclusive approach, addressed at the
conceptual level (say SAGAR), the political level (say IORA and EAS) and the operational level
(say IONS and WPNS). Such interventions can be made effective through the mechanisms of
policy, monitoring and coordination within the MDA framework.

In order to cement a stronger understanding and cooperation amongst friendly nations
in the region, India has been engaging with its littoral neighbours. India’s Maritime Security
Strategy of 2015 recognises MDA as a critical requirement for maritime security and an
essential tool to deter adversaries, maintain a strategic advantage and engage with her
neighbours. In order to ensure that open-source information of maritime shipping movement
is available to India, it has signed technical agreements with countries in the region for
exchange of white shipping information. This would enhance the MDA in the Indian Ocean
Region. As discussed, prior to the inauguration of the IFC-IOR, there were only two IFCs
covering the Indo-Pacific Region.

Realising that the IFC of Singapore covers regions towards the Eastern seaboard of India,
and the RMIFC covers the south-western region of the Indian Ocean, there is a void on the
Western seaboard of India in terms of an MDA picture for the Indo-Pacific Region. Accordingly,
India commissioned the IFC-IOR at the state-of-the-art Information Management and Analysis
Centre (IMAC).

The nature of the maritime domain and the sheer magnitude of maritime traffic in the
Region, make it difficult for countries to address MDA, unilaterally. Hence, collaborative
efforts between like-minded maritime nations are essential. In line with this thinking, India
proactively engages with countries of the Region to enhance maritime co-operation. To
further this, the Republic of India pursues activities such as:
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(a)

(b)

(c)

White shipping information exchange. In order to effectively fill gaps in attaining the
domain picture India has signed white shipping agreements with 36 countries of the
Region. The data received as a part of such an information exchange is collated and
analysed at the Integrated Headquarters Ministry of Defence (Navy) and IMAC.

Coastal Surveillance Radar Systems. Towards capacity building and promoting maritime
security in the Region, Coastal Surveillance Radar systems (including Automatic
Identification System [AIS] Chains) are being installed in neighbouring countries. India
has already installed coastal surveillance radar systems (CSRS) network across
Seychelles, Mauritius and Sri Lanka. As of January 2019, India is in advanced discussions
with Myanmar to install these radars there. India has also offered these radars to
Bangladesh, Indonesia, Thailand and Maldives.>*

Trans-Regional Maritime Network (T-RMN). The T-RMN facilitates information exchange
on the movement of commercial traffic on the high seas with the information being
made available primarily through the AlS. This network boosts maritime security of the
country and help improving the MDA of the region. The T-RMN is an initiative led by Italy
and India has signed the agreement on 11 December 2018.>°

On the home front for a better and an organised MDA, India has

(a)
(b)

Prepared its National Maritime Policy in 2018 which is currently under discussion before
it can be promulgated.

India conducted a one of its own kind maritime domain awareness exercise named SEA
VIGIL on 22-23 January 2019 that involved maritime stakeholders at the Centre and all
the 13 Coastal States and Union Territories.>®

6.1.4. 6.1.4 Areas of concern

While the need of the hour is to ensure a comprehensive MDA, there are some areas of

concern that make this task challenging. These include:

(a)

(b)

(c)

Technical hurdles. The effectiveness of an MDA is governed by the efficiency of the
practitioners to create a common operational picture. The creation of such a picture is
complicated due to poor interoperability between source of information and challenges
of data integrity with lack of standardisation between systems being the main reason
for this drawback. Given the fact that the IMO standardises only AlS and Long-Range

Identification and Tracking (LRIT) systems, other networks and data exchange systems

are not always interoperable. This leads to technical hurdles when non-standard

equipment is used to facilitate date exchange.

Law and MDA. A number of legal issues plague the smooth preparation of MDA. These

are:

(i)  Lack of a clearly defined legal mechanism to prosecute maritime criminals.

(ii)  Lack of legal mechanisms to handle data misinterpretation and misclassification
or loss.

(iii) Lack of provision to demand data from vessels transiting off own maritime zones
under the UNCLOS due to absence of any further international cooperative
mechanisms being established.”” As an example of the latter, in 2004 Australia
declared its intention to create a 1,000 nautical mile (nm) “Maritime Information
Zone” within which it proposed that any passing vessel would be “required to
provide details of cargo, destination, crew, port of call and likely arrival time at
port.”>8

Military data. When States gather intelligence, the effort involves collection of

information including that about the maritime areas of another State that at times may
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enable a nation to make decisions about their own national defence®® due to which at
times such collaborative arrangements are not seen with trust.

(d)  White shipping data. The white shipping data as collected may become a critical
guestion for assessing its legality. Though UNCLOS makes reference to MSR and survey
activities but provides no comprehensive definition of white shipping data which creates
an ambiguity.

(e) Integrity of AlS. The AlS is vulnerable to ‘data manipulation’.®° In the last two years, there
has been a 30 per cent increase in the number of ships reporting false identities. Nearly
40 per cent of the ships do not report their next port of call to prevent the commodity
operators and to preclude speculation.®! There is a growing tendency among merchant
ships to shut down AIS, and ‘go dark’. This can mislead the security forces who have to
respond in time of need.

6.2. Israel

6.2.1. MDA

The centrality of the maritime domain for Israel, notwithstanding, the Israeli national
policy has been characterized — from the period of illegal immigration before the
establishment of the State of Israel to the recent times — by a lack of awareness, resulting in
the lack of a National Maritime Domain Policy.5?

During the past two decades, the stark contrast between the crucial importance of the
marine domain to the State of Israel and the lack of an overall National Maritime Domain
Policy has become more acute. However, a number of baby steps have brought about changes
and developments in the Israeli Maritime Domain Awareness.

The sea and its routes have been central for Israel from the days of the Mandate®, when
the sea was the main channel for Clandestine immigration. Furthermore, the Arab pressure
and the fear of an embargo were among the main motives for the creation of an independent
merchant fleet under an Israeli flag, including passenger ships, which reached its peak in the
1970s. Since then and as part of the globalization process, Israel has come to depend on
international shipping for its trade that has led to a decline in its local shipping.®

Israel’s maritime domain however has changed dramatically in the recent decades, due
to both, the changes in its characteristics and the change in its national awareness. The
characteristics of Israel’s maritime domain reflects to a large extent the characteristics of the
maritime domains of the other Eastern Mediterranean countries, namely the tension between
the desire to economically develop the maritime domain and the strains of this development
on the environment and the ecology that are liable to transform the domain into a marine
desert due to pollution, warming of the sea, excess salinity, change in the acidity of the sea,
the destruction of fisheries and overfishing.

In the Israeli case, the issue is particularly acute in view of the importance of the
maritime domain from a security viewpoint. The Israeli navy has—within its limited
resources—developed an ability to maintain ‘situational awareness’ in the maritime domain.
However, from a national perspective, there is still no full solution to the issue as the State of
Israel does not have a national policy for the maritime domain, nor a grand maritime
strategy.®® The perspective has been littoral at best, and so have been the legal jurisdiction
and the planning tools.®® However, starting 2012 and subsequently picking up momentum in
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2014, the Planning Authority (today a part of the Ministry of Finance) initiated a national
process with the support of the EU to formulate Israel’s policy for the maritime domain. As
part of the process, a draft policy paper was published in October 2017%7 for public review.
Public seminars were held to present the program and to get the public involved®® to refine
the policy. This done, it was finally submitted for approval in 2018 where it remains to date.

The need for a Maritime Domain Awareness is also important in other areas other than
defence. Though this monograph focuses primarily on the defence aspect, other areas where
it has great potential are in dealing with environmental issues including monitoring of the
seas, marine pollution such as oil spillage®, bio-diversities, fish stocks, and underwater mining
to name a few.

6.2.2. Major Trends and Developments in Israel’s Regional Maritime Domain

Israel’s regional maritime domain has become increasingly dynamic, complex and at
times volatile — mainly in the realms of national security and economics. These developments
as discussed herein carry major political implications and calls for action.

(a) Destabilizing effect of the Shiites on the maritime domain. The most important
development for Israel in the recent times is the destabilizing effect of the Shiites on the
maritime domain. The attack by Yemeni Houthi rebels on two Saudi crude carriers in July
2018 and the series of attacks on tankers which are attributed to Iran, as well as GPS
jamming in the Straits of Hormuz and the seizure of two British ships’® are some
examples of this destabilizing effect. The Iranian hostile activities in the Strait of Hormuz
and the assaults of the Houthis in the Strait of Bab-el-Mandeb in the Red Sea both
marked the importance of the maritime region and emphasized the world’s vulnerability
to the event in these areas.’! Both straits are vital trade routes for energy and for world
trade. The very threat to freedom of navigation though these routes affects the global
economy — the oil prices, maritime transport prices and insurance costs — as well as
political stability and the chances of a violent clash.

It is with this thinking in mind that the Israel’s Prime Minister, Netanyahu, declared in

August 2018, following the threats to close the Bab-el-Mandeb Strait, that “If Iran tries
to block Bab-el-Mandeb Strait, | am convinced that it will find itself facing an
international coalition determined to prevent it. This coalition will also include the State
of Israel.”’? A year later, Israel’s Foreign Minister was quoted saying that Israel is taking
part in the international coalition in the Persian Gulf.”® Currently, the U.S. is trying to
form an international maritime coalition, including Gulf Arab nations and Israel, aimed
to secure vital trade routes from additional Iranian attacks on tankers in the Persian Gulf
waters. Accordingly, the U.S. held in Bahrain a conference of Maritime and Aviation
Security Working Group including Gulf States and Israeli official representatives in
October 2019 putting “aviation and maritime security as the top of the policy agenda in
the region.”’* From an lIsraeli perspective, the willingness of Gulf States to publically
meet Israeli officials is yet another step towards a coalition against the Iranian threat,
including its threat to the maritime domain.””

Furthermore, Iran is active in trying to establish a maritime position in Syria. This Iranian
move interconnects with its larger scheme to build a strategic land path from Iran to the
Mediterranean. However, both Israel and the U.S. regard this step as undesirable, while
Russia is putting pressure on Syria to prevent this from happening.’® Iran, in the
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(b)

(c)

meantime, keeps pressuring the Assad regime to let it lease a part of the Port of Latakia
despite Russian objections.”” If Iran succeeds, it is expected to expose substantial
consequences for Israel’s maritime domain awareness and increase the potential for a
direct confrontation between Israel and Iran in the maritime domain as well. Although,
the Iranian Navy is aging and its power projection in the Mediterranean is limited in
scope, even such limited potential presence bears consequences for Israel, considering
the proximity between the Syrian territorial waters and the Israeli border and the
potential use of fast boat attacks and standoff capabilities.”®

These and other of a similar nature, necessitate the requirement for a near-real-time
multi-sensor intelligence, data fusion, and the need to share information so as to act in
a timely fashion. Israel has a relative advantage in intelligence gathering and data fusion
and hence can become a meaningful partner, in a possible international coalition.

Growing tension between the U.S. and China. Another major development in Israel’s
maritime domain derives from the growing tension between the U.S. and China. China
on one hand continues to promote its Belt and Road Initiative (BRI) in the region, with
significant success, while the U.S. on the other hand applies pressure on the host nations
of the BRI, including Israel, to rethink their position, thereby creating a major political
tension.

China’s growing activism in the Mediterranean and the Red Sea is part of its maritime

strategic plan that compliments the BRI. This includes growing investments in
transportation infrastructure, naval presence and naval exercises.” In this perspective,
China has become increasingly active since 2008, in the anti-piracy campaign off the
Horn of Africa.®% This continuous effort serves China in turning its traditional coastal
Navy into a Blue-water navy with global capabilities, enhanced power projection
capabilities and acquired operational experience in far seas missions.!

In order to indicate its presence and stakes in this region, China conducted its first
maritime exercise in the Eastern Mediterranean in May 2015 together with Russia.??

In addition, the other significant development in this region is the completion of the
construction of China’s first overseas military base in Djibouti in 2017.83 This base is
located just over 10 km away from the U.S. sole military base in the whole of Africa.
China calls it a logistics support base, which supports its anti-piracy effort, its ability to
protect Chinese assets in the region and it enables China to evacuate its citizens when
needed.?* But more significantly, this base is a strategic post, central to securing Chinese
vital trade route as well as supporting its potential power projection in the region.
With China’s involvement in this region, Israel is forced to take into consideration the
Chinese impact on its maritime domain awareness, among other things. Moreover,
pressure from the Trump’s Administration on Israel regarding the planned operation of
the newly built port in Haifa by the Chinese has put Israel in a spot with regard to its
maritime domain policy.®

Progress in the energy field. The third development concerns the dramatic and vast
progress in the energy field, mainly due to the discoveries and developments of new gas
fields in the region. This includes the new cooperation in the eastern Mediterranean
between Cyprus, Greece, Israel, Italy, Jordan and the Palestinian National Authority with
the support of the U.S. and the EU called the ‘East Mediterranean Gas Forum’ in January
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2019 and the progress of the Israeli new gas fields, especially with regard to the fields
deep in the Israeli EEZ.
The forum aims to ensure gas resources in the East Mediterranean that can be

developed economically with countries “fostering regional energy cooperation”. This
development was augmented by agreements between Israel and Egypt in February 2019
to commence export of gas from Israel to Egypt, and between Cyprus and Egypt to pipe
gas from Cyprus’ Aphrodite field to Egypt.8®

The new cooperation in the Eastern Mediterranean between Israel, Greece and the
Republic of Cyprus since 2012, focuses on energy, defence, commerce and tourism. At
the backdrop of the contested relations with Turkey and the support of the US and the
EU, the tripartite cooperation is gaining momentum.®’ Energy and defence issues drive
the three to further explore new projects that expose maritime aspects. To provide a
couple of examples:

(i) The concept of transporting gas from Israel and Cyprus EEZ in the Eastern
Mediterranean basin to Europe through Cyprus, Greece and onward to Italy which
is called the Eastern Mediterranean Gas Pipeline (East-Med), bears dramatic
consequences for the energy market in the region as well as to the maritime domain
awareness. Constructing, operating and securing such a gigantic project will
demand an increase in the maritime operational capabilities of Israel as well as
demand for further interstate cooperation on issues of surveillance, data
integration and intervention. So far, the EU has given a green signal to a feasibility
study. However, it is yet to be decided if the parties will go on with the project.
Furthermore, Israel and Cyprus share holdings to a vast gas reserve, which spreads
to the EEZ of both countries and has yet to be agreed upon regarding its co-
development. In the meantime, Turkey is drilling for gas in waters that are
internationally recognized as part of Cyprus EEZ. In this case as well, any progress
will accent the need for and the importance of joint maritime awareness activities
between Israel, Cyprus, Greece and Italy.

(ii) As part of the newly formed political alliance, it was published that Greece and Israel
are jointly building a ‘Long Horizon’ radar, which will be stationed in eastern Crete
and will enable monitoring the Eastern Mediterranean.®

6.2.3. Current status of MDA

For Israel, like any other maritime nation, the traditional maritime domain awareness

(situational awareness), is maintained by the Navy by adjusting and rising to new challenges.

In doing so, the Israeli Navy is building a new generation of corvettes (SAAR-6) with extended

operational capabilities, as part of the Navy’s mission to protect the EEZ. This necessity to

protect the EEZ forced the Israeli Navy to triple the range of coverage and to significantly

widen its situational awareness.

In the realm of international cooperation that aims to promote maritime awareness,

Israel participates in several EU-led programs, two of which are the Border Security Project as

part of the Southern Neighbourhood cooperation and the Project for Technical Assistance.

(a)

EU4Border Security project — Israel was invited to join the Border Security Project
together with Algeria, Egypt, Jordan, Lebanon, Libya, Morocco and Tunisia, as part of
the EU Southern Neighbourhood (SN) program. The project aims at building trust,
understanding, structured partnerships, and exchange of experiences/ practices
between Southern Neighbourhood countries and the European Border and Coast Guard
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(b)

(c)

Agency (Frontex).®? In addition it aims to promote integrated border management,
training, risk analysis, situation monitoring and information management.’® In the
maritime domain, the Agency takes special interest in maritime domain awareness, as
part of its mission in migration enforcement, smugglers apprehension, as well as search
and rescue operations.

Project for Technical Assistance — Israel was also invited to participate in the EU effort
to promote maritime domain awareness through the Technical Assistance Project.®? In
this regard, the European Maritime Safety Agency (EMSA) brings together EU members
and regional non-EU members, with the aim of enhancing national capabilities to
monitor vessel traffic and encourage data exchange, namely to improve national
maritime domain awareness through regional cooperation and promote maritime
pollution preparedness and response capabilities, based on the established maritime
domain awareness. Of special interest in the context of maritime awareness are the
CleanSeaNet — EMSA’s Satellite Based Oil Spill and Vessel Detection Service®? that Israel
joined in 2014, as well as activities promoting Vessel Traffic Monitoring and
Information Systems, which include, among other things, Vessel Traffic Service (VTS)
training and AlS sharing through Integrated Maritime Services (IMS).%3

National maritime policy — As on date Israel lacks a national maritime strategy policy. A
policy paper was drafted in 2018 and awaits its approval. The policy paper draft offered,
for the first time, an integrative approach that includes a maritime strategy for Israel,
suggestions for required legislation, a framework for the management, the preservation
and planning of all utilities in the maritime domain that would relate to all of the relevant
issues, including but not limited to security considerations. Lamentably, there has been
no major progress so far.

7. Unanswered Questions

Subsequent to the review of Israel current status of the maritime domain awareness

issue, some questions need to be addressed.

(a)

(b)

(c)

Is the expansion of the maritime domain awareness concept beneficial? One may recall

that the origin of the concept is primarily ‘operational’ and was mainly focused on

‘military affairs’. As discussed earlier, expanding the concept of maritime domain

awareness beyond military affairs has benefits however, it raises risk of over-expansion,

namely, the risk of all-inclusiveness. This would make the concept to lose its meaning
and its conceptual rigorousness.

i Having considered the pro and cons of the issue, the bottom line is pro-expansion.
However, one should outline the borders of the concept as to prevent over-
expansion. The need for expansion rests on the notion that some non-military
aspects are at least as important to maritime security as military ones.
Notwithstanding, the discussion should be limited to the impact of military and
non-military implications on the possibility of use of force.

The need to articulate how or what is threatening, and whom or what is being

threatened and how so. This question encourages non-unitarian answers to questions

that not so long ago were considered straightforward. In that sense, it takes the route
of ‘problematizing’ the issue of maritime domain awareness.

Is there one agency responsible for the maritime domain awareness in a nation? In

most countries, it is not so. In the meantime, different agencies master different aspect

of the issue, may it be the Navy, the Coast Guard, the Port Authority, the Customs, the

Police, and the Ministry of Environmental Protection. Furthermore, in some aspects, the
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(d)

issue is being privatised. For example, Energean Qil and Gas Company that develop the
new Karish and Tanin gas fields (90 km west to Haifa) invested in independent situation
awareness capabilities, in addition to the Navy's capabilities. In that context, as of
January 2019, Elbit Security Systems has won the tender to secure the field. Among
other things, Elbit will be providing Energean with a wide range of sensors, electro-
optics, sonar, radar and advanced control centre to be used.?® The question that needs
an answer is —should we privatize Maritime Domain Awareness?

How far should any country go in setting the vision of maritime domain awareness?
For both India and Israel this question is premature, since both of them are still
struggling to set the basic ground of the issue. However, setting a long term vision for
maritime domain awareness can serve as a compass for future endeavours. In that
sense, the question relates also to the length and depth of future international and
regional cooperation that countries should be willing to take. Israel, like other countries
in the region, is very keen in keeping its independence and holds a profound belief that
it must always be able to protect itself by itself. In that regard, going beyond regular
military to military, or government to government dialogue is hard to expect. India, on
the other hand, believes in Security and Growth for all in the Region (SAGAR) and hence
feels that all boats need to rise together as in a tide for growth of the region and hence
wishes to cooperate and engage with all in the Indo-Pacific region to ensure free, safe
and open seas.

8. Way Ahead

The need for Maritime Domain Awareness cannot be but emphasised as a necessity for

every maritime nation, irrespective of where they may be. However, in the same breath one

would like to say that the growing challenges in the maritime domain and the zeal for

humanity to go deeper into the ocean depth are increasing the challenges to achieve this

maritime domain awareness. Though not conclusive and exhaustive, there are some actions

that can be recommended for both India and Israel at the national and at the collaborative

front.

8.1. India

(a)

(b)

(c)

Some possible way-ahead at the international/ regional level are:

Regional information need to be supported by continuous training and capacity building
endeavours. Such endeavours should not be viewed as short-term goals but as part of
long-term efforts that contribute to progressive steps that are necessary for the region.
Investment in regional structures cannot be ignored by the international community.
Greater investment in analytical and relevant technologies is required. Given the overall
resource constraints, further attention needs to be given in orchestrating the initiatives
and programmes in order to develop a coherent structure that aids all users of the
regional waters.

These realities signal the need to ensure that actions taken as a part of a comprehensive
approach in addressing sea-based threats ought to balance sovereignty and national
interests on the one hand, and duties and responsibilities on the other. Regardless of
how interests are balanced and what compromises are reached, a common and non-
negotiable principle among all stakeholders must be that there should not exist a lack
of awareness. In this regard:
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(i)  Regional nations and stakeholder should regularly update agreements between
national maritime security agencies and other respective functionaries.

(i) The Indo-Pacific needs to put in place regional logistical burden-sharing
arrangements and mechanisms to allocate resources and facilities of member
states to reduce the burden on coastal States responsible for large scale MDA
operations.

(d) Logical burden sharing arrangements aid in connecting the various information systems
to build comprehensive maritime domain awareness and promote effective maritime
governance by addressing current gaps and overlaps. This could be taken up by regional
nations, in collaboration with other interest groups and stakeholders under the extant
regional arrangements.

Some possible way-ahead at the national level are:

(@) IFC-IOR being young can focus on communication methods (Website, Twitter and
Facebook), production of basic deliverables (daily brief, IOR ports Maritime Traffic
Status, Press summary, Recognized Maritime Picture, weekly, monthly and annual
report on Maritime Safety and Security of the region of concern) like other IFCs to
develop faith amongst stakeholders and indicate its relevance for more nations to join.

(b)  Though small fishing boats complicate MDA, they also act as ‘eyes and ears’ of the
security agencies. There is a need to ensure that compulsory identity cards for
fishermen, their boat registration and tracking is undertaken. Furthermore, training
capsules need to be conducted for them to ensure that they are wary of the looming
security threats from the ocean. In return, they need to be supported with a robust MDA
for ensuring a sustainable Blue Economy.

8.2. Israel

Since the State of Israel is still taking its preliminary steps in the area of Maritime Domain
Awareness, further progress should be pursued in three different levels: national level,
regional level and international level. At the end of this section a reference will be made as to
possible future India-Israel collaboration.

At the national level, Israel must implement an institutionalized national framework to
deal with regional maritime awareness. Such process attracts inherent bureaucratic and
organizational antagonism. Hence it is expected to be tedious, arduous and long. However, at
the end, if the process will succeed and forge an integrative body that is responsible for
defining the goals, policies and means to implement them, including information integration,
coordination and synchronization among stakeholders, as well as formulating workable and
implementation-oriented work plan, then the effort would be worthwhile.

At the regional level, Israel should promote regional maritime awareness cooperation,
with an emphasis on promoting cooperation with regional players - in the Mediterranean and
the Red Sea. In the Mediterranean, promoting cooperation with Egypt, Greece and Cyprus
appears to be a top priority. Further promotion and institutionalization of maritime awareness
plans with EU naval forces operating in the region is expected to be beneficial for both sides.
In the Red Sea, Israel should promote coordination and cooperation with Egypt as well as with
European and American naval forces, and possibly with moderate Arab forces in the region.

At the international level, Israel should pro-actively participate in international maritime
awareness initiatives where it can offer its advantages, mainly in technological solutions —
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products and services. In return, Israel can benefit by adopting best practices from countries
that are more advanced in implementing the concept of maritime domain awareness.

8.3. Collaborative

As discussed earlier, generating an effective MDA is not possible by the efforts of a single
player alone. It requires collaboration. In this regard, it is opined that India and Israel can
cooperate in various areas of technology and inter-operability to support each other in
creating an MDA, especially for security purposes. Indian Navy has dealt with the concept for
several years now and has come out with substantial results. On the Israeli side, the concept
of MDA is still under review with little conceptual traction, at this stage. However, on the
practical level, Israel develops and implements concrete and operational measures regarding
its maritime domain awareness. Therefore, Indian-Israeli possible future cooperation can
include:

(a) Navy-to-Navy leaning process, in which the Israeli Navy can learn and adopt relevant
Indian concepts and practices in the field of maritime domain awareness.

(b) The Red Sea is a common focal point for both India and Israel. Hence the Red sea
presents a possible common focal point of interest and possible cooperation. This can
include sharing of information and joint naval exercises.

(c) Israel being a leading actor in the domain of cyber security can provide for the
enhancement of the security of data for MDA network at IMAC.

(d) The existing technical bilateral agreements between India and Israel with regard to
sharing of white shipping information allows for rapid integration of the two nations.
Though there is already a technical agreement to share white shipping data between
the two countries, the next logical step would be to position an ILO at IFC-IOR.

9. Takeaway

The key takeaway from this monograph for the two countries may be summarised as under:

(@)  Through Israel lags behind on the institutional and organizational level of implementing
maritime domain awareness structure, it is rather advanced in developing technological
tools to tackle the issue. Therefore, it is recommended that Israel should:

(i)  Implement an institutionalized national framework to dealing with regional

maritime awareness.
(ii) Promote cooperation with regional and international players in the
Mediterranean and the Red Sea, with India being a pertinent partner for the task.
(iii) Pro-actively participate in international maritime awareness initiatives.
(iv) Learn and adopt relevant practices from the Indian Navy.

(b)  As seen in the discussions, India has over the years put its mechanisms for MDA in the
field of maritime security in place. However, it realises that it cannot achieve a complete
MDA without collaborative arrangements in place. There it is recommended that India
should:

(i)  Support continuous training and capacity building endeavours as long-term efforts
to contribute to progressive security and growth for the region.

(ii)  Orchestrate initiatives and collaborations with Israel to develop a coherent
structure that aids all users of the regional waters.
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(iii) Update agreements at regional level between national maritime security agencies
and other respective functionaries.

(iv) Putin place regional logistical burden-sharing arrangements and mechanisms to
reduce burden on coastal States for MDA operations.

(v)  Support and recognise the contribution of small fishing boats as ‘eyes and ears’ of
the security agencies with identity cards, boat registration and installation of
tracking devices.

10. Conclusion

The need to understand and know the oceans is increasing as the international
community has commenced its movement into the oceans for fulfilling its needs. With oceans
being an important medium for maritime trade, the need to create awareness about the
ocean becomes even more important. Nations and organisations have been trying to
understand and map the ocean individually. However, with time they have realised that
cooperative mechanisms provides better and more accurate results. The Indo-Pacific Region
is not different in this regard. It also requires collaborative and cooperative mechanisms to
harness a reliable Maritime Domain Awareness (MDA). From the security point of view, MDA
in its entirety should feed into effective awareness that would result in better law
enforcement and in furthering the national interests of the countries while maintaining peace,
security and good order at sea.

The concept of maritime domain awareness is valuable, since it offers a tool of strategic
assessment as well as situational assessment. In developing this MDA architecture, the
Regions need to take an incremental approach that pursues realistic goals and ensures
ownership and sustainability. Such architecture needs to focus on measures that benefit the
larger Blue Economy and regional ocean governance, along with its primal area of concern,
‘security’. There is hence a need to advance coordination of regional and/or sub-regional
capacity-building exercises and training related to maritime security information sharing.
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